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1. Introduction

Theft, loss, misuse, unavailability, or disclosure of information can seriously endanger EXPLEO’s business. Our
group has a major responsibility with respect to our customers: delivering continuous and secure services and
guaranteeing that their systems and information are being accessed securely. EXPLEO must also comply with
various security laws, sector regulations, and security standards, where the respect of every stakeholder’s data
is crucial. Thus, Information Security is fundamental to the operation of EXPLEO due to the reliance on customers’
information and internal systems. EXPLEO considers information as a key factor and a fundamental element for
each contract with its Suppliers

EXPLEO has the obligation to implement a high security level and believes that the “extended enterprise” must
provide a homogeneous level of information security across each involved party and down the supply chain.
EXPLEQO's objective is that its information security policy and infrastructure match this vision and make it a trusted
business partner.

All information that is created, processed, accessed, stored, or transmitted (physically or electronically) during
EXPLEO and its Suppliers business activity is an asset of the organization, or the customer, or a third party, and
as such shall be governed by the present requirements on Information Security.

Any inappropriate - or any missing - protection of the Supplier's own Data and Systems can damage
Confidentiality, Integrity, Availability or Traceability of EXPLEO information, assets, physical or logical, systems
and services.

Therefore, the following security measures shall be implemented by the Supplier that will also ensure the same
level of protection across its own supply chain. These security measures cover physical, organizational,
procedural, technical, and human related measures. The requirements described hereafter shall be implemented
in each of the following cases:

e The Supplier accesses EXPLEO information systems,
e The Supplier hosts EXPLEO information,
e The Supplier provides IT systems and/or services to EXPLEO.

2. Scope

These requirements shall cover all the services provided by the Supplier. It defines the EXPLEO Security
requirements applicable to its Suppliers. Its purpose is to ensure the security of EXPLEO information, assets,
physical or logical, systems, services and facilities that are accessed by Suppliers, located either on EXPLEO sites
or sites under Supplier’s responsibility.
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3. Requirements

The security requirements described in this document are linked to protection level required for data and assets
managed, hold, or produced in the context of the service provided by EXPLEO.

3.1 Evolution of requirements

In case where these legal, regulatory or security standards provisions that are applicable to EXPLEO would result
to a modification of the services, the implementation of the instructions and indications will be treated in the

framework of the Change Request procedure of application agreement.

EXG-2207-R01.1

The Supplier shall undertake to apply the security requirements contained in the present

Document.

3.2 Supplier Agreement

The objective of EXPLEO is to ensure proper mutual co-operation with the Supplier following present agreed

requirements.

EXG-2207-R02.1

EXG-2207-R02.2

EXG-2207-R02.3

EXG-2207-R02.4

EXG-2207-R02.5

The Supplier shall be responsible for its day-to-day operational activities on EXPLEO
information and systems, in accordance with this Document.

The Supplier shall only access, use, modify, and/or remove any information or data as
authorized by EXPLEO, and therefore does not attempt to access any other non-explicitly
given authorization information.

The Supplier shall not attempt to circumvent, modify, or disable any of EXPLEO security
controls.

The Supplier shall be responsible for ensuring that all EXPLEOQ legal / regulatory / security
provisions are made known and applied without any prior formal agreement on
exemptions or exceptions.

The Supplier shall protect from loss, destruction, falsification, corruption, unauthorized
access, and unauthorized release all relevant EXPLEO information that it processes.

3.3 Initial Assessment

EXG-2207-R03.1

Prior to establishing any data exchange or any systems or networks connectivity, the
Supplier shall provide to EXPLEO all required information and documentation to allow an
assessment of Supplier’'s security level about this Document. This should include the
Supplier answers to all relevant Security questionnaires EXPLEO may ask to fulfil.
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3.4 Risk Management

EXG-2207-R04.1 The Supplier shall be responsible for implementing appropriate general Security Risk
Management processes and ensuring that its own subcontractors/suppliers also

implement such Security Risk Management processes within their organizations.

3.5 Information Security Policies

EXG-2207-R05.1 The Supplier shall establish a comprehensive Information Security Policy with formal
management commitment and communicated to its staff and its subcontractors.

EXG-2207-R05.2 Supplier’s information security policy and associated documents shall be reviewed on a
regular basis.

EXG-2207-R05.3 An efficient user awareness program and associated training content shall be in place
and distributed to all individuals with access to the Supplier's information and systems.

3.6 Organization of Information Security

EXG-2207-R06.1 The Supplier shall implement a management framework to control the implementation
and operation of Information Security within its organization.
An overall accountability for Information Security shall be defined through a dedicated
function with appropriate authority and means to co-ordinate the activity across the
Supplier’s organization.

EXG-2207-R06.2 The Supplier shall take the present Document as well as any other contractual
requirements into account, to adapt its security organization and associated controls.

EXG-2207-R06.3 The Supplier shall nominate an Information Security point of contact within its
organization as a mandatory interface with EXPLEO to ensure proper collaboration and
incident reporting.

EXG-2207-R06.4 The Supplier shall segregate duties and areas of responsibility in the areas of security
and IT to reduce the risk of accidental or deliberate system or application misuse.
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3.7 Human resources Security

EXG-2207-R07.1

EXG-2207-R07.2

EXG-2207-R07.3

EXG-2207-R07.4

EXG-2207-R07.5

The Supplier shall have systematic staff vetting processes in place for checking identity
and background of its personnel.

Supplier's employment contracts shall explicitly define employee’s information security
responsibilities within the organization to ensure they are clearly known, signed, and
applied. The supplier will ensure its own subcontractors are also made aware of their
responsibilities. These responsibilities must be aligned with the present Document.

The Supplier shall ensure that the users are made aware of the obligations contained in
this Document. This may include any additional EXPLEO specific security requirements
relevant for the contracted service.

The Supplier shall ensure that the users are qualified and regularly informed and trained
on security requirements, included those of the present Document, risks, threats, rules,
and best practices.

In case of termination, or change of employment responsibilities, access to EXPLEO

Information and Systems shall be revoked, or changed accordingly without any delay.

3.8 Asset Management

EXG-2207-R08.1

EXG-2207-R08.2

EXG-2207-R08.3

EXG-2207-R08.4

EXG-2207-R08.5

The Supplier shall implement Data Classification within its perimeter with associated
security controls in terms of information handling to ensure any EXPLEO information is
properly secured.

EXPLEO information processed by the Supplier is classified as "EXPLEO internal” and
must therefore beneficiate of appropriate security controls.

The Supplier must ensure a proper inventory of its assets - with associated ownership &
responsibilities, and media labelling - where EXPLEO data is processed.

Any storage device for recycling or disposal that should have stored EXPLEO data shall
be properly wiped or destroyed. That action should be carried out under the authorization
and the control of the Supplier.

Mobile devices should not be used by the Supplier to handle EXPLEO information without
any appropriate encryption.

© Expleo * Group Information Security « Uncontrolled if printed * Group external disclosure prohibited without authorization

Internal

Version 1.1 Page 6/13



( expleo ) crpleo | 15MS

T3/S15/EXG-RE-GUI-2207-EN

3.9 Access Control

EXG-2207-R09.1

EXG-2207-R09.2

EXG-2207-R09.3

EXG-2207-R09.4

EXG-2207-R09.5

EXG-2207-R09.6

EXG-2207-R09.7

EXG-2207-R09.8

EXG-2207-R09.9

EXG-2207-R09.10

EXG-2207-R09.11

EXG-2207-R09.12

The Supplier shall only provide individual, unique, and nominative accounts to its
employees, whether standards or privileged ones.

Users with privilege access within Supplier systems must beneficiate of accounts
separated from their standard accounts.

A formal user registration and de-registration process should be implemented by the
Supplier to ensure any access to EXPLEO information & systems that is no longer needed
is revoked without any delay. The Supplier shall also inform EXPLEO without any delay
of any required changes in EXPLEO systems.

A formal user provisioning process should be implemented by the Supplier to ensure
EXPLEO information access is managed on a need-to-know basis.

A periodic review of Access rights to EXPLEO information must be conducted by the
Supplier with associated evidence.

Secure logon procedures shall be in place within Supplier systems to minimize the
opportunity of unauthorized access. This should be based on a central Supplier Directory
to better manage logon security controls.

Supplier system access must beneficiate of a proper and strong password policy
according to the standards and best practices.

Strong authentication shall be enforced for all external remote connections to Supplier
systems.

The Supplier shall ensure that all account activities, including accesses and access rights
activities, are logged with a retention of at least 12 months.

The supplier shall ensure that access to EXPLEO Information & systems are properly
identified.

Privilege access rights must be carefully monitored within Supplier systems to detect
any suspicious activity.

All Supplier systems used to access EXPLEO information & systems must be properly
protected against unauthorized access with appropriate security controls.

3.10 Cryptography

EXG-2207-R10.1

EXG-2207-R10.2

The Supplier shall use encryption for securing authentication to its systems, for
protecting its information on mobile devices, and for securing communications.

The Supplier shall also use the same, or compatible, technical solutions enforced by
EXPLEO for communications and data transfers related to the contracted service.
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3.11 Physical and Environmental Security

EXG-2207-R11.1

EXG-2207-R11.2

EXG-2207-R11.3

3.12 Operations

EXG-2207-R12.1

EXG-2207-R12.2

EXG-2207-R12.3

EXG-2207-R12.4

EXG-2207-R12.5

EXG-2207-R12.6

EXG-2207-R12.7

EXG-2207-R12.8

Supplier’s areas where EXPLEO Information & Systems are accessed must be identified,
at least, as Supplier’s internal zones and therefore must beneficiate of proper physical
security controls to ensure confidentiality of the information and particularly to prevent
from any risk of unauthorized access and theft.

Supplier’s areas where privilege tasks are conducted must be identified and beneficiate
of restricted access. This can include server rooms as well as administrators’ offices.
The Supplier shall enforce a clear desk policy for papers and removable storage media

as well as a clear screen policy within its premises where information is processed.

Security

Changes to the Supplier's organization, business processes, information processing
facilities and systems that affect information security should be controlled.

The use of Supplier’'s resources should be monitored, tuned and projections made of
future capacity requirements to ensure the required system performance during the
contracted service with EXPLEO.

Development, testing, and operational environments related to the contracted service
with EXPLEO should be separated to reduce the risks of unauthorized access or changes
to the operational environment.

Detection, prevention, and recovery controls to protect against malware should be
implemented by the Supplier in its systems, combined with a regular update process
and appropriate user awareness.

Monitoring, detecting, and deleting unauthorized software within Supplier systems must
be ensured.

Backup copies of information, software and system images should be taken and tested
regularly. Adequate backup facilities should be used by the Supplier to ensure that
EXPLEO information can be recovered following a disaster or media failure.

Event logs recording Supplier user activities, exceptions, faults, and information security
events should be produced, kept, and regularly reviewed. Logging facilities and log
information should be protected against tampering and unauthorized access.
Information about technical vulnerabilities of Supplier’s information systems should be
obtained in a timely fashion, the exposure to such vulnerabilities evaluated and
appropriate measures taken to address the associated risk. It should result into a clear
Supplier vulnerability management process with associated prioritizations with regards

to the impact.
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3.13 Communications Security

EXG-2207-R13.1 Supplier’'s networks must be managed and controlled to protect information in systems
and applications, with appropriate identified, implemented, and measured security
mechanisms, service levels and management requirements, including segregation of
networks where needed.

EXG-2207-R13.2 Formal Supplier’s transfer policies, procedures and controls should be in place to ensure
confidentiality and integrity of any EXPLEO information transferred using all types of
communication facilities.

EXG-2207-R13.3 The Supplier shall implement protection, limitation, and monitoring mechanisms against
untrusted networks. This should include protections against abnormal behavior,
misusage, malicious or illegal content. This also should include security controls for
electronic messaging systems to mitigate associated risks.

EXG-2207-R13.4 The Supplier shall maintain an up-to-date network diagram with external connections
with EXPLEO related to the contracted service.

EXG-2207-R13.5 The Supplier shall only use EXPLEO approved equipment and methods to connect to
EXPLEO networks and systems and shall ensure they are compliant to the present

Document.

3.14 System Acquisition development and maintenance

EXG-2207-R14.1 The Supplier shall implement a set of Systems development security guidelines,
instructions, and procedures based on a standard and structured security framework.

EXG-2207-R14.2 The Supplier shall ensure that all its relevant employees have the appropriate and
needed skills. All developers have a corresponding education plan and are properly
trained on security requirements and expectations.

EXG-2207-R14.3 The supplier shall ensure separation of development and test production environments
with access control in place to enforce separation.
The supplier shall also ensure production data are not used for testing or development.

EXG-2207-R14.4 In case the Supplier provides IT systems to EXPLEO, in the form of hardware,
component, code, software, product, system, or service, it shall be authentic, properly
developed, tested, intact, free of malware, maintained, supported, and documented
before delivering it to EXPLEO.
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3.15 Suppliers Relationships

EXG-2207-R15.1

EXG-2207-R15.2

EXG-2207-R15.3

The Supplier shall not provide any access to EXPLEO information and/or systems without
prior EXPLEO formal approval.

In case the Supplier subcontracts part of its activities related to the contracted service
with EXPLEO to one of its suppliers, it will ensure that EXPLEO requirements, including
- but not limited to - the present Document, are properly applied and controlled.

The Supplier should be able to provide evidence to EXPLEO that security requirements
are properly applied by their subcontractors, in the form of contractual agreements and
/ or clauses, and properly controlled in the form of auditing activities conducted by the
Supplier.

3.16 Information Security Incident Management

EXG-2207-R16.1

EXG-2207-R16.2

EXG-2207-R16.3

EXG-2207-R16.4

EXG-2207-R16.5

The Supplier shall implement a comprehensive Incident Management process, known
and applied by all its employees and affiliated third parties that must remain vigilant to
ensure suspicious activities they can observe are escalated timely and appropriately.
The Supplier shall implement appropriate security controls to identify and to block
sophisticated attacks. This should include but not limited to intrusion detection and
protection systems.

The Supplier should apply all protective and corrective measures to mitigate the impact
of a security incident.

EXPLEO reserves the right to cut off Supplier's access to EXPLEO information and
systems as a precautionary measure with appropriate and urgent prior notification.

In case of any information security event or weakness involving EXPLEO information and
/ or systems, or that may lead to a major service disruption from the Supplier to EXPLEO,
the supplier shall inform EXPLEO using the security point of contact, as required within
the present Document, Organization of Information Security section, without any delay
or without any EXPLEO prior request.

The Supplier should define and apply procedure for the identification, collection,
acquisition, and preservation of information, which can serve as evidence. The Supplier
should also undertake to share evidence, indices of compromissions, and any other

useful information with EXPLEO to help reducing the impact of any ongoing incident.
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3.17 Business Continuity Management

EXG-2207-R17.1 The Supplier should establish, document, implement and maintain processes,
procedures, responsibilities, and controls to ensure the required level of continuity for
information and assets security during an adverse situation.

EXG-2207-R17.2 All Supplier’ staff involved in these Business Continuity Plans must be trained in their
roles and involved in testing of the plans.

EXG-2207-R17.3 The Supplier shall provide evidence that there Plans are regularly maintained, reviewed,
and tested.

3.18 Compliance

EXG-2207-R18.1 The Supplier is committed to avoiding breach of legal, statutory, regulatory, or
contractual obligations related to information security and of any security requirements,
including but not limited to the present EXPLEO Document and to contractual
agreements.

EXG-2207-R18.2 The Supplier shall ensure its full compliance with legislative, regulatory, and contractual
requirements related to intellectual property rights and to software products and licenses
usage.

EXG-2207-R18.3 The Supplier shall regularly conduct reviews and audits of its organization to control the
effectiveness of its compliance.

EXG-2207-R18.4 The Supplier shall provide EXPLEO all required access in case of any inspection / auditing
activities EXPLEO may conduct to control Supplier’s alignment to the present Document.
EXPLEO will notify the Supplier of the inspection within acceptable and jointly agreed
time frame. EXPLEO will then provide the results with any corrective measures expected
and with an acceptable and agreed corrective action plan.

EXG-2207-R18.5 The Supplier shall then take all appropriate measures to meet the corrective action plan
identified during EXPLEO inspection.

3.19 Termination

EXG-2207-R19.1 At the end of the contracted service, or if the information is no longer required, the
Supplier shall return EXPLEO information to EXPLEO and permanently remove it within

its own systems.
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4. Suppliers Assessment Matrix

EXPLEO also provides a matrix to help Suppliers evaluating their level of compliance compared to the
Requirements of the present Document.

Authorized answers the Supplier can chose for each of the requirements are:

A negative answer means the security requirement is not currently in place.

A partial answer means the security requirement is whether:
1 - Partial - planned or being implemented - planning details should therefore be provided as a comment,
- exists but is not properly enforced and/or followed.

A positive answer means the security requirement is fully implemented/enforced and managed

2-Yes with appropriate KPIs where needed.

'Not applicable' means the security requirement doesn't apply to the supplier in the context of
NA - Not applicable | the current or expected contracted service. An appropriated justification should be provided as a
comment.

No answer An empty answer will be considered as a negative answer and evaluated accordingly.

As an output the matrix will provide a synthetic view of the Supplier results compared to EXPLEO expectations:

[ ex Pieo ] Information Security Requirements for Suppliers
Assessment matrix
Supplier Scorecard
:‘:;::::HI Requirement detalls = H-h_ Explen Geoup In ‘Secus ity Requi foa Sapplers Watrix e
EXG-2207-Ro1 Evolution of requirerents | I00% | 100K | Company Mame o s i
EXG-2207-Rli2 Supplier agreement Tm 100% Test Company name Evobunon of r egurements
EXG-2207.R03 Initial assessment % 0% - v apeemens
EXG-2207.R04 Risk assessment e 100% Cometance ! ! S
EXG 2200 R irboemation Securty Polices [T - y I
EXG 2207 0 Organization of information Security . A PP—— PR
T mw " ﬂ‘- o e Nfior matan e Gty Incaent Wanagement . il or mation e Uty Polinet
EXG-2207-R10 Cryptograghy . N TN
EXG-2207-R11 Physical and Ervironmantal Security ___: % Suppliers Relmiomships ———RF—"""" L ol | 11T +— Oiepanizution of informanion Securiey
EXG-2207-R12 Operations Security L
EXG-2207.R13 Commumications Security Lo ax - I )
EXG-2207.R14 system and 5% % marsennce e
EXG-2007-R15 Suppliers Relationships ek
ENG-2207-R16 Secuity [ e % wer Rbpageme
EXG-2207-R17 Butiness Continuity Managenent | e
£XG-2207-R18 Complance .
EXG-2207-R19 Termanaticn 00% | 100%

Score dae:

That matrix is referenced in the EXPLEO ISMS:
T3/S15/EXG-RE-TOL-2266-EN “Information Security Requirements for Suppliers Assessment
matrix”.
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